
ORANGE COUNTY SANITATION DISTRICT 
SPECIAL NOTICE REGARDING CORONAVIRUS (COVID-19) 

AND ATTENDANCE AT PUBLIC MEETINGS 

On March 4, 2020, Governor Newsom proclaimed a State of Emergency in California as 
a result of the threat of COVID-19.  On March 12, 2020 and March 18, 2020, Governor 
Newsom issued Executive Order N-25-20 and Executive Order N-29-20, which 
temporarily suspend portions of the Brown Act which addresses the conduct of public 
meetings.   

The General Manager and the Chairman of the Board of Directors have determined that 
due to the size of the Orange County Sanitation District’s Board of Directors (25), and the 
health and safety of the members, the Board of Directors will be participating in meetings 
of the Board telephonically and Internet accessibility. 

PUBLIC PARTICIPATION 

Your participation is always welcome.  The Administration Committee meeting will be 
available to the public online at: 

https://ocsd.legistar.com/Calendar.aspx 

You may submit your comments and questions in writing for the Administration 
Committee’s consideration in advance of the meeting by using the eComment feature 
available via the webpage above or sending them to OCSDClerk@ocsd.com with the 
subject line “PUBLIC COMMENT ITEM # (insert the item number relevant to your 
comment)” or “PUBLIC COMMENT NON-AGENDA ITEM”.  Submit your written 
comments by 5:00 p.m. on Tuesday, September 8, 2020. 

You may also submit comments and questions for the Committee’s consideration during 
the meeting by using the eComment feature that will be available via the webpage above 
for the duration of the meeting. 

All public comments will be provided to the Administration Committee and may be read 
into the record or compiled as part of the record. 

Thank you. 

mailto:OCSDClerk@ocsd.com


 

September 2, 2020 

 

 

NOTICE OF MEETING 

 

 

ADMINISTRATION COMMITTEE  
ORANGE COUNTY SANITATION DISTRICT 

 

 

Wednesday, September 9, 2020 – 5:00 P.M. 

 

ACCESSIBILITY FOR THE GENERAL PUBLIC 
Due to the spread of COVID-19, the Orange County Sanitation District 
will be holding all upcoming Board and Committee meetings by 
teleconferencing and Internet accessibility.  This meeting will be 
available to the public online at: 
 

https://ocsd.legistar.com/Calendar.aspx 
 

 

 

A regular meeting of the Administration Committee of the Orange County 
Sanitation District will be held in the manner indicated herein on 

Wednesday, September 9, 2020 at 5:00 p.m. 

 



Orange County Sanitation District

ADMINISTRATION COMMITTEE
Regular Meeting Agenda

Wednesday, September 9, 2020 - 5:00 PM
Board Room

Administration Building
10844 Ellis Avenue

Fountain Valley, CA  92708
(714) 593-7433

AGENDA POSTING:  In accordance with the requirements of California Government Code Section 54954.2, this 
agenda has been posted outside the main gate of the Sanitation District’s Administration Building located 
at 10844 Ellis Avenue, Fountain Valley, California, and on the Sanitation District’s website at www.ocsd.com 
not less than 72 hours prior to the meeting date and time above.  All public records relating to each agenda 
item, including any public records distributed less than 72 hours prior to the meeting to all, or a majority 
of the Board of Directors, are available for public inspection in the office of the Clerk of the Board.

AGENDA DESCRIPTION:  The agenda provides a brief general description of each item of business to 
be considered or discussed.  The recommended action does not indicate what action will be taken.  The Board 
of Directors may take any action which is deemed appropriate.

MEETING AUDIO:  An audio recording of this meeting is available within 24 hours after adjournment of 
the meeting.  Please contact the Clerk of the Board's office at (714) 593-7433 to request the audio file.

NOTICE TO DIRECTORS:  To place items on the agenda for a Committee or Board Meeting, the item must 
be submitted in writing to the Clerk of the Board: Kelly A. Lore, MMC, (714) 593-7433 / klore@ocsd.com at least 
14 days before the meeting.

FOR ANY QUESTIONS ON THE AGENDA, BOARD MEMBERS MAY CONTACT STAFF AT:

General Manager: Jim Herberg, jherberg@ocsd.com / (714) 593-7300
Asst. General Manager:  Lorenzo Tyner, ltyner@ocsd.com / (714) 593-7550
Asst. General Manager:  Rob Thompson, rthompson@ocsd.com / (714) 593-7310
Director of Human Resources: Celia Chandler, cchandler@ocsd.com / (714) 593-7202
Director of Engineering: Kathy Millea, kmillea@ocsd.com / (714) 593-7365
Director of Environmental Services: Lan Wiborg, lwiborg@ocsd.com / (714) 593-7450



ADMINISTRATION COMMITTEE Regular Meeting Agenda Wednesday, September 9, 2020

CALL TO ORDER

PLEDGE OF ALLEGIANCE

ROLL CALL AND DECLARATION OF QUORUM:

Clerk of the Board

PUBLIC COMMENTS:

Your participation is always welcome.  The Administration Committee meeting will be available to the public online 
at:

https://ocsd.legistar.com/Calendar.aspx

You may submit your comments and questions in writing for the Committee’s consideration in advance of the 
meeting by using the eComment feature available via the webpage above or sending them to 
OCSDClerk@ocsd.com with the subject line “PUBLIC COMMENT ITEM # (insert the item number relevant to your 
comment)” or “PUBLIC COMMENT NON-AGENDA ITEM”.  Submit your written comments by 5:00 p.m. on 
Tuesday, September 8, 2020.

You may also submit comments and questions for the Committee’s consideration during the meeting by using the 
eComment feature that will be available via the webpage above for the duration of the meeting.

All public comments will be provided to the Committee and may be read into the record or compiled as part of the 
record.

REPORTS:

The Committee Chairperson and the General Manager may present verbal reports on miscellaneous matters of 
general interest to the Directors.  These reports are for information only and require no action by the Directors.

CONSENT CALENDAR:

Consent Calendar Items are considered to be routine and will be enacted, by the Committee, after one motion, 
without discussion.  Any items withdrawn from the Consent Calendar for separate discussion will be considered in 
the regular order of business.

1. 2020-1213APPROVAL OF MINUTES

RECOMMENDATION:  

Approve Minutes of the Regular Meeting of the Administration Committee held July 8, 
2020.

Originator: Kelly Lore

Agenda Report
07-08-2020 Administration Committee Minutes

Attachments:

Page 1 of 4 

http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2284
http://ocsd.legistar.com/gateway.aspx?M=F&ID=d196b772-6a73-4c10-9439-0108d0abb659.pdf
http://ocsd.legistar.com/gateway.aspx?M=F&ID=4bfa80fc-bdf9-452f-984c-8cc17fcb6b36.pdf
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2. 2020-1076RECORDS MANAGEMENT PROGRAM UPDATE

RECOMMENDATION:  Recommend to the Board of Directors to:

Adopt Resolution No. OCSD 20-XX entitled: “A Resolution of the Board of Directors of 
the Orange County Sanitation District Adopting the Records Management Program 
Procedures and Records Retention Schedule, Authorizing Destruction of Obsolete 
Records, and Repealing Resolution No. OCSD 18-22”.

Originator: Kelly Lore

Agenda Report
Resolution No. OCSD 20-XX
Draft Records Management Procedure Manual 2020
Draft RRS 2020-09-02

Attachments:

3. 2020-1160HYPER CONVERGED INFRASTRUCTURE IMPLEMENTATION - 
PHASE 1  

RECOMMENDATION:  

A.       Award a Professional Services Agreement to ePlus Technology inc. for the 
procurement of software, hardware, and services to implement and configure 
the Hyper Converged Infrastructure, Specification No. CS-2020-1141BD, for a 
total amount not to exceed $177,950; and 

B.       Approve a contingency in the amount of $17,795 (10%).

Originator: Lorenzo Tyner

Agenda Report
CS-2020-1141BD Final PSA

Attachments:

4. 2020-1207INCIDENT RESPONSE PROGRAM

RECOMMENDATION:

A.       Award a Professional Services Agreement to Tevora Business Solutions to 
provide Cyber Incident Response Consulting Services, Specification No. 
CS-2020-1160, for a total amount not to exceed $112,700; and

B.       Approve a contingency in the amount of $16,905 (15%). 

Originator: Lorenzo Tyner

Agenda Report
CS-2020-1160 Final PSA

Attachments:

Page 2 of 4 

http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2147
http://ocsd.legistar.com/gateway.aspx?M=F&ID=eab255b6-54e7-4782-8d4f-32add2c01ac8.pdf
http://ocsd.legistar.com/gateway.aspx?M=F&ID=024f561f-6ebd-43e8-9430-feb08870ccd6.docx
http://ocsd.legistar.com/gateway.aspx?M=F&ID=ad693028-ca17-4ace-8ffb-07c05c4b62db.pdf
http://ocsd.legistar.com/gateway.aspx?M=F&ID=2ba9c178-bf1a-4be7-ac95-8315e1739ca2.pdf
http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2231
http://ocsd.legistar.com/gateway.aspx?M=F&ID=6b37bb97-b99a-4c82-a1d3-d14070c79994.pdf
http://ocsd.legistar.com/gateway.aspx?M=F&ID=d8b62130-967d-4c88-8d5c-716592e969e6.pdf
http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2278
http://ocsd.legistar.com/gateway.aspx?M=F&ID=0dc1b1b1-4b78-4d65-b20e-8f4319ce0447.pdf
http://ocsd.legistar.com/gateway.aspx?M=F&ID=a7c358b7-d514-4e32-9615-d564404dd1d9.pdf


ADMINISTRATION COMMITTEE Regular Meeting Agenda Wednesday, September 9, 2020

5. 2020-1204GENERAL MANAGER APPROVED PURCHASES AND ADDITIONS TO 
THE PRE-APPROVED OEM SOLE SOURCE LIST 

RECOMMENDATION:  Recommend to the Board of Directors to:

A.       Receive and file Orange County Sanitation District purchases made under the 
General Manager’s authority for the period of April 1, 2020 to June 30, 2020; 
and

B.       Approve the following additions to the pre-approved OEM Sole Source List for 
the period of April 1, 2020 to June 30, 2020:

· ALHAMBRA FOUNDRY - Manhole Frames and Covers
· GARDNER DENVER / HOFFMAN - Blower Equipment, Parts and Service
· GEA WESTFALIA - Centrifuge Parts and Service (Replaces OEM Manufacturer 

WESTFALIA - Name Change)

· NUTTAL GEAR - Gear Drive Assembly and Related Parts/Equipment
· SCRIPPS INSTITUTION OF OCEANOGRAPHY (SIO) - Ocean Monitoring 

Program
· SPX Flow / LIGHTNIN - Gear Box Repair Parts, Equipment and Service
· VAC-CON - Sewer Combo Cleaning Truck Rental

Originator: Lorenzo Tyner

Agenda ReportAttachments:

6. 2020-1228REIMBURSEMENTS TO BOARD MEMBERS AND STAFF 

RECOMMENDATION:  Recommend to the Board of Directors to:

Receive and file report of reimbursements to Board Members and Staff per 
Government Code Section 53065.5 for the period July 1, 2019 through June 30, 2020.

Originator: Lorenzo Tyner

Agenda Report
19-20 Employee Reimbursement Report - Final

Attachments:

7. 2020-975TREASURER’S REPORT FOR THE FOURTH QUARTER ENDED JUNE 
30, 2020

RECOMMENDATION:  Recommend to the Board of Directors to:

Receive and file the Orange County Sanitation District Fourth Quarter Treasurer’s 
Report for the period ended June 30, 2020.

Originator: Lorenzo Tyner

Page 3 of 4 

http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2275
http://ocsd.legistar.com/gateway.aspx?M=F&ID=be98a9e7-14b3-4730-a3f5-5d8d7d55e585.pdf
http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2299
http://ocsd.legistar.com/gateway.aspx?M=F&ID=3b3f5595-5ff5-4126-806b-0db3889902ae.pdf
http://ocsd.legistar.com/gateway.aspx?M=F&ID=0ad2cd1a-787d-4c59-a9b6-e4ab11295868.pdf
http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2046
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Agenda Report
Quarterly Treasurer's Report for the Period Ended June 30, 
2020

Attachments:

NON-CONSENT:

8. 2020-1136PENSION COST STRATEGIES

RECOMMENDATION:  Recommend to the Board of Directors to:

Direct staff to advertise a Request for Proposals (RFP) to select a multiple-employer 
Internal Revenue Service Code Section 115 Trust Pension Account.

Originator: Lorenzo Tyner

Agenda Report
PowerPoint Presentation - Pension Funding

Attachments:

INFORMATION ITEMS:

9. 2020-1229COVID-19 SEWAGE SURVEILLANCE PROJECT UPDATE

RECOMMENDATION:

Information Item.

Originator: Lan Wiborg

Agenda ReportAttachments:

DEPARTMENT HEAD REPORTS:

CLOSED SESSION:

None.

OTHER BUSINESS AND COMMUNICATIONS OR SUPPLEMENTAL AGENDA ITEMS, IF 
ANY:

BOARD OF DIRECTORS INITIATED ITEMS FOR A FUTURE MEETING:

At this time Directors may request staff to place an item on a future agenda.

ADJOURNMENT:

The next Administration Committee meeting is scheduled for Wednesday, October 14, 2020 
at 5:00 p.m.

Page 4 of 4 

http://ocsd.legistar.com/gateway.aspx?M=F&ID=1724d649-1c1f-45f3-b85a-7543226fdb43.pdf
http://ocsd.legistar.com/gateway.aspx?M=F&ID=92c9418d-ee4d-4fa2-8e13-0d14200c9273.pdf
http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2207
http://ocsd.legistar.com/gateway.aspx?M=F&ID=83c7522d-663d-41cc-a80e-5e94ec47d4f2.pdf
http://ocsd.legistar.com/gateway.aspx?M=F&ID=2d9d2119-c4f8-4974-9f78-c5a6d93a91a0.pdf
http://ocsd.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=2300
http://ocsd.legistar.com/gateway.aspx?M=F&ID=1cdc0c5c-c9cb-43b3-ac1d-9fcfebee4e3c.pdf

	0000_Agenda
	0001_1_Agenda Report
	0001_2_07-08-2020 Administration Committee Minutes
	0002_1_Agenda Report
	0002_2_Resolution No. OCSD 20-XX
	0002_3_Draft Records Management Procedure Manual 2020
	00 Cover RR
	00 Table of Contents
	Procedure 1.0 - Program Policy
	Procedure 2.0 - Program Guidelines
	Procedure 3.0 - Staffing and Responsibilities
	Procedure 4.0 - Records Retention
	1.0   INTRODUCTION

	Procedure 4.0.1.1
	Procedure 4.0.1.2 - Records Retention - Schedule Change Form  Exhibit A
	Procedure 4.0.2
	Procedure 4.0.3 - PLACEHOLDER
	Procedure 5.0 - Records Disposition and Confidentiality
	1.0 INTRODUCTION
	2.0 PURPOSE

	Procedure 5.0.1 - Records Destruction Authorization Form
	Sheet1

	Procedure 5.0.2 - Records Disposition and Storage Form
	Board Services

	Procedure 6.0 - Vital Records
	1.0 INTRODUCTION
	2.0 PURPOSE

	Procedure 7.0 - Historical Records
	Procedure 8.0 - RM Audit and Compliance
	Procedure 9.0 - Records Hold and Release
	Procedure 10.0 - Public Records Requests
	Procedure 11.0 - Electronic Communications Policy
	Procedure 12.0 - Escrow Bid Documents

	0002_4_Draft RRS 2020-09-02
	Districtwide - Clean Draft
	Board Services - Clean Draft
	CPM-Clean Draft
	Engineering - Clean Draft
	Env Services - Clean Draft
	Finance_Admin - Clean Draft
	GMO - Clean Draft
	Human Resources - Clean Draft
	IT - Clean Draft
	O&M - Clean Draft
	Public Affairs - Clean Draft
	RMS - Clean Draft

	0003_1_Agenda Report
	0003_2_CS-2020-1141BD Final PSA
	00 CS-2020-1141BD PROFESSIONAL SERVICES AGREEMENT
	1. Introduction
	2. Miscellaneous
	3. Scope of Work  General requirements for the work of this project are listed below. A detailed list of tasks and responsibilities are included in Exhibit “A”.
	4. Compensation  Compensation to be paid by OCSD to Consultant for the Services provided under this Agreement shall be a total amount not to exceed One Hundred Seventy-seven Thousand, Nine Hundred Fifty Dollars ($177,950.00).
	5. Payment
	6. Invoices
	7. Audit Rights  Consultant agrees that, during the term of this Agreement and for a period of three (3) years after its termination, OCSD shall have access to and the right to examine any directly pertinent books, documents, and records of Consultant...
	8. Performance  Time is of the essence in the performance of the provisions hereof.
	9. Term
	10. Renewals
	11. Extensions  The term of this Agreement may be extended only by written instrument signed by both Parties.
	12. Termination
	13. Indemnification and Hold Harmless Provision  Consultant shall assume all responsibility for damages to property and/or injuries to persons, including accidental death, which may arise out of or be caused by Consultant's services under this Agreeme...
	14. Force Majeure  Neither party shall be liable for delays caused by accident, flood, fire, acts of God, labor trouble, war, acts of government or any other cause beyond its control, but said party shall use reasonable efforts to minimize the extent ...
	15. Insurance  Consultant and all subconsultant(s) shall purchase and maintain, throughout the life of this Agreement and any periods of warranty or extensions, insurance in amounts equal to the requirements set forth in Exhibit “C” Acknowledgement of...
	16. Key Personnel  Personnel, as provided in Exhibit “B”, are considered “key” to the work under this Agreement and will be available for the term of the Agreement. No person designated as key under this Agreement shall be removed or replaced without ...
	17. Confidentiality and Non-Disclosure
	18. Ownership of Documents  All drawings, specifications, reports, records, documents, memoranda, correspondence, computations, and other materials prepared by Consultant, its employees, subconsultants, and agents in the performance of this Agreement ...
	19. Ownership of Intellectual Property
	20. Infringement Claims  If an infringement claim occurs, Consultant has thirty (30) days after the receipt of OCSD’s written notice of the claim or the date on which Consultant first becomes aware of the claim, whichever is sooner, to either: (a) pro...
	21. No Solicitation of Employees or Subcontractors
	22. Independent Contractor Capacity
	23. Licenses and Permits  Consultant represents and warrants to OCSD that it has obtained all licenses, permits, qualifications and approvals of whatever nature that are legally required to engage in this work. Any and all fees required by Federal, St...
	24. Governing Law  This Agreement shall be governed by and interpreted under the laws of the State of California and the Parties submit to jurisdiction in Orange County, in the event any action is brought in connection with this Agreement or the perfo...
	25. Environmental Compliance  Consultant shall, at its own cost and expense, comply with all Federal, State, and local environmental laws, regulations, and policies which apply to the Consultant, its subconsultants, and the Services, including, but no...
	26. Applicable Laws and Regulations  Consultant shall comply with all applicable Federal, State, and local laws, rules, and regulations. Consultant also agrees to indemnify and hold harmless from any and all damages and liabilities assessed against OC...
	27. Consultant's Representations  In the performance of duties under this Agreement, Consultant shall adhere to the highest fiduciary standards, ethical practices and standards of care and competence for its trade/profession.
	28. Familiarity with Work  By executing this Agreement, Consultant warrants that: 1) it has investigated the work to be performed; and 2) it understands the facilities, difficulties and restrictions of the work under this Agreement. Should Consultant ...
	29. Dispute Resolution
	30. Attorney's Fees  If any action at law or inequity or if any proceeding in the form of an Alternative Dispute Resolution (ADR) is necessary to enforce or interpret the terms of this Agreement, the prevailing party shall be entitled to reasonable, a...
	31. Waiver  The waiver of either party of any breach or violation of, or default under, any provision of this Agreement, shall not be deemed a continuing waiver by such party of any other provision or of any subsequent breach or violation of this Agre...
	32. Survival  All provisions of this Agreement that by their nature would reasonably be expected to continue after the termination of this Agreement will survive the termination of this Agreement.
	33. Right to Review Services, Facilities, and Records
	34. Severability  If any section,  subsection, or provision of this Agreement, or any agreement or instrument contemplated hereby, or the application of such section, subsection, or provision is held invalid, the remainder of this Agreement or instrum...
	35. OCSD Safety Standards  OCSD requires Consultant and its subconsultants to follow and ensure their employees follow all Federal, State, and local regulations as well as OCSD Safety Standards while working at OCSD locations. If during the course of ...
	36. Damage to OCSD's Property  Any OCSD property damaged by Consultant will be subject to repair or replacement by Consultant at no cost to OCSD.
	37. Freight (F.O.B. Destination)  Consultant assumes full responsibility for all transportation, transportation scheduling, packing, handling, insurance, and other services associated with delivery of all products deemed necessary under this Agreement.
	38. Assignments  Consultant shall not delegate any duties nor assign any rights under this Agreement without the prior written consent of OCSD. Any such attempted delegation or assignment shall be void.
	39. Changes in Control of Consultant  In the event of a change in control of Consultant, OCSD shall have the option of terminating this Agreement by written notice to Consultant. Consultant shall notify OCSD within ten (10) days of the occurrence of a...
	40. Third Party Rights  Nothing in this Agreement shall be construed to give any rights or benefits to anyone other than OCSD and Consultant.
	41. Non-Liability of OCSD Officers and Employees  No officer or employee of OCSD shall be personally liable to Consultant, or any successor-in-interest, in the event of any default or breach by OCSD or for any amount which may become due to Consultant...
	42. Conflict of Interest and Reporting
	43. Authority to Execute  The persons executing this Agreement on behalf of the Parties warrant that they are duly authorized to execute this Agreement and that by executing this Agreement, the Parties are formally bound.
	44. Read and Understood  By signing this Agreement, Consultant represents that it has read and understood the terms and conditions of the Agreement.
	45. Entire Agreement  This Agreement constitutes the entire agreement of the Parties and supersedes all prior written or oral and all contemporaneous oral agreements, understandings, and negotiations between the Parties with respect to the subject mat...
	46. Notices  All notices under this Agreement must be in writing. Written notice shall be delivered by personal service or sent by registered or certified mail, postage prepaid, return receipt requested, or by any other overnight delivery service whic...

	01 Exhibit A - Cover Page
	02 Exhibit A - SOW

	0004_1_Agenda Report
	0004_2_CS-2020-1160 Final PSA
	01 CS-2020-1160 PROFESSIONAL CONSULTANT SERVICES AGREEMENT_FINAL
	 if Consultant becomes insolvent or files a petition under the Bankruptcy Act; or
	30. Environmental Compliance  Consultant shall, at its own cost and expense, comply with all Federal, State, and local environmental laws, regulations, and policies which apply to the Consultant, its sub-consultants, and the Services, including, but n...

	01 Exhibit A - Cover Page
	02 Exhibit A SOW
	Executive Summary / Overview
	1.      project objective
	2. CONSULTANT REQUIREMENTS
	3. PROJECT SCOPE
	3.1 MILESTONE 1 - Review current practices and develop a customized Incident Response Plan for the Program. Incident Response Plan to include, but not limited to the following:
	3.1.1 Communication and escalation process
	3.1.1.1 Communication Plan
	3.1.1.2 Process
	3.1.1.3 Notification Templates
	3.1.1.4 Internal communication
	3.1.1.5 External Communications
	3.1.2 Incident classification and severity definitions
	3.1.2.1 Prioritization
	3.1.2.2 Impact Analysis
	3.1.3 Incident Response Team
	3.1.3.1 Roles
	3.1.3.2 Responsibilities
	3.1.4 Stakeholders
	3.1.5 Incident that triggers an investigation
	3.1.6 Incident response team activation process
	3.1.7 Event that activates a breach team response
	3.1.8 Event that triggers a breach notification
	3.1.9 Remediation Steps
	3.1.10 Recovery Process
	3.1.11 Reporting Process
	3.1.12 Identify regulatory, contractual and compliance requirements
	3.1.13 Using sector specific best practice, identify and add missing components to the Incident Response Plan
	Milestone 1 Deliverables:
	 Incident Response Plan
	 Visio Diagram
	3.2 MILESTONE 2 - Recommend Incident Response metrics, review current playbooks, and develop new playbooks.
	3.2.1 Recommend relevant incident response metrics
	3.2.2 Review current playbooks and improve if possible
	3.2.2.1 Malware Outbreak
	3.2.2.2 Data Theft
	3.2.2.3 Improper Computer Usage
	3.2.2.4 DDOS
	3.2.2.5 Unauthorized Access
	3.2.2.6 Ransomware
	3.2.2.7 Phishing
	3.2.3 Develop playbooks for the following
	3.2.3.1 Credential Theft
	3.2.3.2 Business Email Compromise
	3.2.3.3 Unauthorized Cloud Service Usage
	Milestone 2 Deliverables:
	 Playbooks (current and new) as listed above.
	3.3 MILESTONE 3 – Develop and provide training on Cyber Incident Response methodology to OCSD Staff (up to ten (10) staff members) from each of the following teams listed below. Training shall be held on OCSD’s property. All training material shall be...
	3.3.1 Security team
	3.3.2 Service Desk
	3.3.3 Network team
	3.3.4 Server team
	3.3.5 Human Resources
	3.3.6 Public Affairs Office
	3.3.7 IT Management
	Milestone 3 Deliverables:
	 Printed training manuals for each team
	 Team based training for up to ten (10) staff members
	 All training will be conducted on OCSD’s property. Plant 1 facility located in the City of Fountain Valley.
	3.4.1 Ransomware exercise shall include scenario involving ICS/SCADA
	3.4.2 Phishing exercise shall include scenario involving executive management, public relations, and other departments
	3.4.3 Data Theft
	3.4.4 Unauthorized Access
	Milestone 4 Deliverables:
	 Printed scenario manuals for each staff
	 Scenario-based training for up to twelve (12) staff members for each of the training
	 All scenario-based training will be conducted on OCSD’s property. Plant 1 facility located in the City of Fountain Valley.
	 Summary of each tabletop exercise to include but not limited to the following:
	o Executive Summary
	o Technical Summary
	o Findings
	o Description
	o Business Impact
	o Recommendation
	o Evidence
	o References
	o Risk Rating
	o Tools Utilized during engagement
	4. SCHEDULE


	0005_1_Agenda Report
	0006_1_Agenda Report
	0006_2_19-20 Employee Reimbursement Report - Final
	0007_1_Agenda Report
	0007_2_Quarterly Treasurer's Report for the Period Ended June 30, 2020
	00 - A Staff Report_ Qtrly Treas Report 063020
	01 - OCSD Quarterly Report_2020.6.30CAM
	02 - 20200630CAM10282 95
	03 - 20200630CAM10268 95
	04 - E LAIF Transactions FY 19-20
	05 - Asset Summary - Liquid June 2020
	06 - Asset Summary - Long-Term June 2020
	07 - Asset Summary Escrow June 2020 95
	08 - Investment Listing - Yield June 2020
	09 - Asset Detail - Consolidated June 2020
	10 - Transactions 040120 Through 063020 QUARTERLY REPORT
	11 - Callan ocsan-2q20 - Final
	Slide Number 1
	Slide Number 2
	Slide Number 4

	12 - 2020.06.30CAMOCSD Print Fit
	13 - N Rating agency comparisons revised

	0008_1_Agenda Report
	0008_2_PowerPoint Presentation - Pension Funding
	OCSD Pension Funding
	OCSD PENSION FUNDING
	OCSD PENSION FUNDING
	OCSD PENSION FUNDING
	OCSD PENSION FUNDING
	OCSD PENSION FUNDING OPTIONS�($20M Investment)
	OCSD PENSION FUNDING OPTIONS

	0009_1_Agenda Report
	09-09-2020 Administration Meeting Special Notice.pdf
	ORANGE COUNTY SANITATION DISTRICT
	SPECIAL NOTICE REGARDING CORONAVIRUS (COVID-19) AND ATTENDANCE AT PUBLIC MEETINGS
	Your participation is always welcome.  The Administration Committee meeting will be available to the public online at:

	00.02-090920 Admin Roll Call.pdf
	ROLL CALL
	ADMINISTRATION COMMITTEE
	Finance, Information Technology, Environmental Services
	and Human Resources
	OTHERS
	STAFF

	00.99-Agenda Terminology Glossary 03-30-2020.pdf
	Sheet1




