PROFESSIONAL CONSULTANT SERVICES AGREEMENT
Cyber Incident Response Program
Specification No. CS-2020-1160

THIS AGREEMENT is made and entered into as of the date fully executed below, by and between
Orange County Sanitation District, with a principal place of business at 10844 Ellis Avenue,
Fountain Valley, CA 92708 (hereinafter referred to as "OCSD") and Tevora Business Solutions,
Inc. with a principal place of business at 17875 Von Karman Avenue, Suite 100, Irvine, CA 92614
(hereinafter referred to as "Consultant™) collectively referred to as the “Parties”.

WITNESSETH

WHEREAS, based on Consultant's expertise and experience, OCSD desires to temporarily
engage Consultant to provide a Cyber Incident Response Program "Services” as described in
Exhibit “A”; and

WHEREAS, Consultant submitted its Proposal, dated May 27, 2020; and

WHEREAS, on September 9, 2020, the Administration Committee of OCSD, by minute order,
authorized execution of this Agreement between OCSD and Consultant; and

WHEREAS, OCSD has chosen Consultant to conduct Services in accordance with Ordinance
No. OCSD-52; and

NOW, THEREFORE, in consideration of the mutual promises and mutual benefits exchanged
between the Parties, the Parties mutually agree as follows:

1. Introduction

1.1 This Agreement and all exhibits hereto (called the "Agreement”) is made by OCSD and the
Consultant. The terms and conditions herein exclusively govern the purchase of Services
as described in Exhibit “A”.

1.2 Exhibits to this Agreement are incorporated by reference and made a part of this Agreement
as though fully set forth at length herein.

Exhibit “A”  Scope of Work
Exhibit “B” Proposal dated May 27, 2020 and
Cost Proposal Form Best and Final Offer dated July 14, 2020
Exhibit “C" Acknowledgement of Insurance Requirements
Exhibit “D” OCSD Safety Standards
Exhibit “E” Human Resources Policies

1.3 In the event of any conflict or inconsistency between the provisions of this Agreement and
any of the provisions of the exhibits hereto, the provisions of this Agreement shall in all
respects govern and control.

1.4 This Agreement may not be madified, changed, or supplemented, nor may any obligations
hereunder be waived or extensions of time for performance granted, except by written
instrument signed by both Parties.

1.5 The various headings in this Agreement are inserted for convenience only and shall not
affect the meaning or interpretation of this Agreement or any section or provision hereof.
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1.6

1.7

1.8

1.9

1.10

1.11

52

53

The term “days”, when used in the Agreement, shall mean calendar days, unless otherwise
noted as workdays.

The term “workday”. Workdays are defined as all days that are not Saturday, Sunday, or
OCSD observed holidays. OCSD review periods shall not include OCSD observed holidays.

OCSD holidays (non-working days) are as follows: New Year's Day, Lincoln’s Birthday,
Presidents’ Day, Memorial Day, Independence Day, Labor Day, Veterans Day,
Thanksgiving Day, Day after Thanksgiving, Christmas Eve, and Christmas Day.

Work Hours: All meetings with OCSD staff shall be scheduled Monday through Thursday,
between the hours of 7:30 a.m. and 4:30 p.m. (exception is Operations staff who maintain
plant operations 24/7 and work a rotated 12-hour shift) and shall conform to OCSD work
schedules. OCSD will not pay for travel time.

Consultant shall provide OCSD with all required premiums and/or overtime work at no
charge beyond the total amount of the Agreement.

Except as expressly provided otherwise, OCSD accepts no liability for any expenses,
losses, or action incurred or undertaken by Consultant as a result of work performed in
anticipation of purchases of said services by OCSD.

Scope of Work Subject to the terms of this Agreement, Consultant shall perform the
Services identified in Exhibit “A”. Consultant warrants that all of its Services shall be
performed in a competent, professional, and satisfactory manner.

Modifications to _Scope of Work Requests for modifications to the Scope of Work
hereunder can be made by OCSD at any time. All modifications must be made in writing
and signed by both Parties. A review of the time required for the modification will be made
by OCSD and Consultant and the Agreement period adjusted accordingly.

Compensation Compensation to be paid by OCSD to Consultant for the Services provided
under this Agreement shall be a total amount not to exceed One Hundred Twelve Thousand,
Seven Hundred Dollars ($112,700.00).

California Department of Industrial Relations (DIR) Reqistration and Record of Wages
To the extent Consultant’'s employees and/or subconsultants who will perform work for
which Prevailing Wage Determinations have been issued by the DIR and as more
specifically defined under Labor Code Section 1720 et seq, Consultant and subconsultants
shall comply with the registration requirements of Labor Code Section 1725.5. Pursuant to
Labor Code Section 1771.4, the work is subject to compliance monitoring and enforcement
by the DIR.

The Consultant and subconsultants shall maintain accurate payroll records and shall comply
with all the provisions of Labor Code Section 1776, and shall submit payroll records to the
Labor Commissioner pursuant to Labor Code 1771.4(a)(3). Penalties for non-compliance
with the requirements of Section 1776 may be deducted from progress payments per
Section 1776.

Pursuant to Labor Code Section 1776, the Consultant and subconsultants shall furnish a
copy of all certified payroll records to OCSD and/or general public upon request, provided
the public request is made through OCSD, the Division of Apprenticeship Standards, or the
Division of Labor Standards Enforcement of the Department of Industrial Relations.
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6.2

10.

11.
111

11.2

11.3

The Consultant and subconsultants shall comply with the job site notices posting
requirements established by the Labor Commissioner per Title 8, California Code of
Regulation Section 16461(e).

Payment and Invoicing
OCSD shall pay, net thirty (30) days, upon receipt and approval, by OCSD’s Project
Manager or designee, of itemized invoices submitted for Milestones completed in
accordance with Exhibit “A”. Prices shall not exceed those stated in Exhibit “B”. OCSD, at
its sole discretion, shall be the determining party as to whether the Milestones have been
satisfactorily completed.

Invoices shall be emailed by Consultant to OCSD Accounts Payable at
APStaff@OCSD.com and “INVOICE” with the Purchase Order Number and CS-2020-1160
shall be referenced in the subject line.

Audit Rights Consultant agrees that, during the term of this Agreement and for a period of
three (3) years after its termination, OCSD shall have access to and the right to examine
any directly pertinent books, documents, and records of Consultant relating to the invoices
submitted by Consultant pursuant to this Agreement.

Commencement and Term The Services provided under this Agreement shall be
completed within One Hundred Twenty (120) calendar days from the effective date of the
Notice to Proceed.

Extensions The term of this Agreement may be extended only by written instrument signed
by both Parties.

Performance Time is of the essence in the performance of the provisions hereof.

Termination

OCSD reserves the right to terminate this Agreement for its convenience, with or without
cause, in whole or in part, at any time, by written notice from OCSD. Upon receipt of a
termination notice, Consultant shall immediately discontinue all work under this Agreement
(unless the notice directs otherwise). OCSD shall thereafter, within thirty (30) days, pay
Consultant for work performed (cost and fee) to the date of termination. Consultant
expressly waives any claim to receive anticipated profits to be earned during the
uncompleted portion of this Agreement. Such notice of termination shall terminate this
Agreement and release OCSD from any further fee, cost or claim hereunder by Consultant
other than for work performed to the date of termination.

OCSD reserves the right to terminate this Agreement immediately upon OCSD’s
determination that Consultant is not complying with the Scope of Work requirements, if the
level of service is inadequate, or any other default of this Agreement.

OCSD may also immediately terminate for default of this Agreement in whole or in part by
written notice to Consultant:

if Consultant becomes insolvent or files a petition under the Bankruptcy Act; or

if Consultant sells its business; or

if Consultant breaches any of the terms of this Agreement; or

if total amount of compensation exceeds the amount authorized under this Agreement.
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11.4 AllOCSD property in the possession or control of Consultant shall be returned by Consultant
to OCSD on demand, or at the termination of this Agreement, whichever occurs first.

12. Indemnification and Hold Harmless Provision Consultant shall assume all responsibility
for damages to property and/or injuries to persons, including accidental death, which may
arise out of or be caused by Consultant's services under this Agreement, or by its
subconsultant(s) or by anyone directly or indirectly employed by Consultant, and whether
such damage or injury shall accrue or be discovered before or after the termination of the
Agreement. Except as to the sole active negligence of or willful misconduct of OCSD,
Consultant shall indemnify, protect, defend and hold harmless OCSD, its elected and
appointed officials, officers, agents and employees, from and against any and all claims,
liabilities, damages or expenses of any nature, including attorneys' fees: (a) for injury to or
death of any person or damage to property or interference with the use of property, arising
out of or in connection with Consultant's performance under the Agreement, and/or (b) on
account of use of any copyrighted or uncopyrighted material, composition, or process, or
any patented or unpatented invention, article or appliance, furnished or used under the
Agreement, and/or (c) on account of any goods and services provided under this
Agreement. This indemnification provision shall apply to any acts or omissions, willful
misconduct, or negligent misconduct, whether active or passive, on the part of Consultant
or anyone employed by or working under Consultant. To the maximum extent permitted by
law, Consultant's duty to defend shall apply whether or not such claims, allegations,
lawsuits, or proceedings have merit or are meritless, or which involve claims or allegations
that any of the parties to be defended were actively, passively, or concurrently negligent, or
which otherwise assert that the parties to be defended are responsible, in whole or in part,
for any loss, damage, or injury. Consultant agrees to provide this defense immediately upon
written notice from OCSD, and with well qualified, adequately insured, and experienced
legal counsel acceptable to OCSD. This section shall survive the expiration or early
termination of the Agreement.

13. Insurance Consultant and all subconsultants shall purchase and maintain, throughout the
life of this Agreement and any periods of warranty or extensions, insurance in amounts equal
to the requirements set forth in the signed Acknowledgement of Insurance Requirements,
Exhibit “C". Consultant shall not commence work under this Agreement until all required
insurance is obtained in a form acceptable to OCSD, nor shall Consultant allow any
subconsultant to commence service pursuant to a subcontract until all insurance required
of the subconsultant has been obtained. Failure to maintain required insurance coverage
shall result in termination of this Agreement.

14. Key Personnel Personnel, as provided in Exhibit “B”, are considered “key” to the work
under this Agreement and will be available for the term of the Agreement. No person
designated as key under this Agreement shall be removed or replaced without prior written
consent of OCSD. If OCSD asks Consultant to remove a person designated as key under
this Agreement, Consultant agrees to do so immediately regardless of the reason, or the
lack of reason, for OCSD's request. Consultant shall assign only competent personnel to
perform Services pursuant to this Agreement.

15. Confidentiality and Non-Disclosure

15.1 Consultant acknowledges that in performing the Services hereunder, OCSD may have to
disclose to Consultant orally and in writing certain confidential information that OCSD
considers proprietary and has developed at great expense and effort.
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15.2 Consultant agrees to maintain in confidence and not disclose to any person, firm, or
corporation, without OCSD's prior written consent, any trade secret or confidential
information, knowledge or data relating to the products, process, or operation of OCSD.

15.3 Consultant further agrees to maintain in confidence and not to disclose to any person, firm,
or corporation any data, information, technology, or material developed or obtained by
Consultant during the term of this Agreement.

15.4 Consultant agrees as follows:

¢ To use the confidential information only for the purposes described herein; to not reproduce
the confidential information; to hold in confidence and protect the confidential information
from dissemination to and use by anyone not a party to this Agreement; and to not use the
confidential information to benefit itself or others.

e To restrict access to the confidential information to its Consultant or personnel of Consultant
who (1) have a need to have such access and (2) have been advised of and have agreed
in writing to treat such information in accordance with the terms of this Agreement.

e To return all confidential information in Consultant's possession upon termination of this
Agreement or upon OCSD's request, whichever occurs first.

¢ To hold in confidence information and materials, if any, developed pursuant to the Services
hereunder.

15.5 The provisions of this section shall survive termination or expiration of this Agreement and
shall continue for so long as the material remains confidential.

16. Ownership of Documents All drawings, specifications, reports, records, documents,
memoranda, correspondence, computations, and other materials prepared by Consultant,
its employees, subconsultants, and agents in the performance of this Agreement shall be
the property of OCSD and shall be promptly delivered to OCSD upon request of OCSD’s
Project Manager or designee, or upon the termination of this Agreement, and Consultant
shall have no claim for further employment or additional compensation as a result of the
exercise by OCSD of its full rights of ownership of the documents and materials hereunder.
Any use of such completed documents for other projects and/or use of incomplete
documents without specific written authorization by the Consultant will be at OCSD's sole
risk and without liability to Consultant. Consultant shall ensure that all its subconsultants
shall provide for assignment to OCSD of any documents or materials prepared by them.

17. Ownership of Intellectual Property

17.1 Consultant agrees that all designs, plans, reports, specifications, drawings, schematics,
prototypes, models, inventions, and all other information and items made during the course
of this Agreement and arising from the Services (hereinafter referred to as "New
Developments") shall be and are assigned to OCSD as its sole and exclusive property.

17.2 Consultant agrees to promptly disclose to OCSD all such New Developments. Upon
OCSD's request, Consultant agrees to assist OCSD, at OCSD's expense, to obtain patents
or copyrights for such New Developments, including the disclosure of all pertinent
information and data with respect thereto, the execution of all applications, specifications,
assignments, and all other instruments and papers which OCSD shall deem necessary to
apply for and to assign or convey to OCSD, its successors and assigns, the sole and
exclusive right, title and interest in such New Developments. Consultant agrees to obtain or
has obtained written assurances from its employees and contract personnel of their
agreement to the terms hereof with regard to New Developments and confidential
information.
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17.4
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18.1

18.2
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18.4

19.
19.1

19.2

19.3

19.4

Consultant warrants that Consultant has good title to any New Developments, and the right
to assign New Developments to OCSD free of any proprietary rights of any other party or
any other encumbrance whatever.

The originals of all computations, drawings, designs, graphics, studies, reports, manuals,
photographs, videotapes, data, computer files, and other documents prepared or caused to
be prepared by Consultant or its subconsultants in connection with these Services shall be
delivered to and shall become the exclusive property of OCSD. OCSD may utilize these
documents for OCSD applications on other projects or extensions of this project, at its own
risk.

No Solicitation of Employees

Consultant agrees that it shall not, during the term of this Agreement and for a period of one
(1) year immediately following termination of this Agreement, or any extension hereof, call
on, solicit, or take away any of the employees whom Consultant became aware of as a result
of Consultant's Services to OCSD.

Consultant acknowledges that OCSD’s employees are critical to its business and OCSD
expends significant resources to hire, employ, and train employees. Should Consultant
employ or otherwise engage OCSD’s employees during the term of this Agreement and for
a period of one (1) year following termination of this Agreement, Consultant will pay OCSD
fifty percent (50%) of the former employee’s most recent annual salary earned at OCSD to
accurately reflect the reasonable value of OCSD’s time and costs. This payment is in
addition to any other rights and remedies OCSD may have at law.

OCSD agrees that it shall not, during the term of this Agreement and for a period of one (1)
year immediately following termination of this Agreement, or any extension hereof, call on,
solicit, or take away any of the employees whom OCSD became aware of as a result of
Consultant's Services to OCSD.

OCSD acknowledges that Consultant’s employees are critical to its business and Consultant
expends significant resources to hire, employ, and train employees. Should OCSD employ
or otherwise engage Consultant’s employees during the term of this Agreement and for a
period of one (1) year following termination of this Agreement, OCSD will pay Consultant
fifty percent (50%) of the former employee’s most recent annual salary earned from
Consultant to accurately reflect the reasonable value of Consultant’s time and costs. This
payment is in addition to any other rights and remedies Consultant may have at law.

Independent Contractor Capacity
The relationship of Consultant to OCSD is that of an independent contractor and nothing
herein shall be construed as creating an employment or agency relationship.

Consultant shall act independently and not as an officer or employee of OCSD. OCSD
assumes no liability for Consultant’s action and performance, nor assumes responsibility for
taxes, funds, payments or other commitments, implied or expressed, by or for Consultant.

Consultant shall not be considered an agent of OCSD for any purpose whatsoever, nor shall
Consultant have the right to, and shall not, commit OCSD to any agreement, contract or
undertaking. Consultant shall not use OCSD’s name in its promotional material or for any
advertising or publicity purposes without expressed written consent.

Consultant shall not be entitled to any benefits accorded to those individuals listed on
OCSD’s payroll as regular employees including, without limitation, worker's compensation,
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19.5

19.6

20.

21.

22.

23.
23.1

23.2

23.3

24.

disability insurance, vacation, holiday or sick pay. Consultant shall be responsible for
providing, at Consultant’s expense, disability, worker's compensation or other insurance as
well as licenses and permits usual or necessary for conducting the Services hereunder.

Consultant shall be obligated to pay any and all applicable Federal, State and local payroll
and other taxes incurred as a result of fees hereunder. Consultant hereby indemnifies OCSD
for any claims, losses, costs, fees, liabilities, damages or penalties suffered by OCSD arising
out of Consultant's breach of this provision.

Consultant shall not be eligible to join or participate in any benefit plans offered to those
individuals listed on OCSD's payroll as regular employees. Consultant shall remain ineligible
for such benefits or participation in such benefit plans even if a court later decides that OCSD
misclassified Consultant for tax purposes.

Licenses, Permits Consultant represents and warrants to OCSD that it has obtained all
licenses, permits, qualification and approvals of whatever nature that are legally required to
engage in this work. Any and all fees required by Federal, State, County, City and/or
municipal laws, codes and/or tariffs that pertain to work performed under the terms of this
Agreement will be paid by Consultant.

Consultant's Representations In the performance of duties under this Agreement,
Consultant shall adhere to the highest fiduciary standards, ethical practices and standards
of care and competence for their trade/profession. Consultant agrees to comply with all
applicable Federal, State and local laws and regulations.

Familiarity with Work By executing this Agreement, Consultant warrants that: 1) it has
investigated the work to be performed; 2) it has investigated the site of the work and is aware
of all conditions there; and 3) it understands the facilities, difficulties and restrictions of the
work under this Agreement. Should Consultant discover any latent or unknown conditions
materially differing from those inherent in the work or as represented by OCSD, it shall
immediately inform OCSD of this and shall not proceed, except at Consultant’s risk, until
written instructions are received from OCSD.

Right to Review Services, Facilities, and Records
OCSD reserves the right to review any portion of the Services performed by Consultant
under this Agreement, and Consultant agrees to cooperate to the fullest extent possible.

Consultant shall furnish to OCSD such reports, statistical data, and other information
pertaining to Consultant's Services as shall be reasonably required by OCSD to carry out
its rights and responsibilities under its agreements with its bondholders or noteholders and
any other agreement relating to the development of the project(s) and in connection with the
issuance of its official statements and other prospectuses with respect to the offering, sale,
and issuance of its bonds and other obligations.

The right of OCSD to review or approve drawings, specifications, procedures, instructions,
reports, test results, calculations, schedules, or other data that are developed by Consultant
shall not relieve Consultant of any obligation set forth herein.

Force Majeure Neither party shall be liable for delays caused by accident, flood, acts of
God, fire, labor trouble, war, acts of government or any other cause beyond its control, but
said party shall use reasonable efforts to minimize the extent of the delay. Work affected by
a Force Majeure condition may be rescheduled by mutual consent or may be eliminated
from the Agreement.
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26.

27.

28.

29.

30.

31.

32.
32.1

Severability If any section, subsection, or provision of this Agreement, or any agreement
or instrument contemplated hereby, or the application of such section, subsection, or
provision is held invalid, the remainder of this Agreement or instrument in the application of
such section, subsection or provision to persons or circumstances other than those to which
it is held invalid, shall not be affected thereby, unless the effect of such invalidity shall be to
substantially frustrate the expectations of the Parties.

Waiver The waiver of either party of any breach or violation of, or default under, any
provision of this Agreement, shall not be deemed a continuing waiver by such party of any
other provision or of any subsequent breach or violation of this Agreement or default
thereunder. Any breach by Consultant to which OCSD does not object shall not operate as
a waiver of OCSD’s rights to seek remedies available to it for any subsequent breach.

Remedies In addition to other remedies available in law or equity, if the Consultant fails to
make delivery of the goods or Services or repudiates its obligations under this Agreement,
or if OCSD rejects the goods or Services or revokes acceptance of the goods or Services,
OCSD may (1) terminate the Agreement; (2) recover whatever amount of the purchase price
OCSD has paid, and/or (3) “cover” by purchasing, or contracting to purchase, substitute
goods or Services for those due from Consultant. In the event OCSD elects to “cover” as
described in (3), OCSD shall be entitled to recover from Consultant as damages the
difference between the cost of the substitute goods or Services and the Agreement price,
together with any incidental or consequential damages.

Limitation of Liability Either party’s total liability and exclusive remedy under or related to
any sow under this Agreement is limited to direct money damages. To the fullest extent
permitted by applicable law, in no event shall either party be liable for any incidental,
consequential, indirect, special, punitive or exemplary damages, lost profits or revenue, or
lost or damaged data, whether arising in contract, tort (including negligence) or
otherwise. Consultant’s liability shall not exceed the total amount of insurance coverage
under this agreement. The existence of multiple claims does not enlarge the limit.

Governing Law This Agreement shall be governed by and interpreted under the laws of
the State of California and the Parties submit to jurisdiction in Orange County, in the event
any action is brought in connection with this Agreement or the performance thereof.

Environmental Compliance Consultant shall, at its own cost and expense, comply with all
Federal, State, and local environmental laws, regulations, and policies which apply to the
Consultant, its sub-consultants, and the Services, including, but not limited to, all applicable
Federal, State, and local air pollution control laws and regulations.

Attorney’s Fees If any action at law or inequity or if any proceeding in the form of an
Alternative Dispute Resolution (ADR) is necessary to enforce or interpret the terms of this
Agreement, the prevailing party shall be entitled to reasonable attorney's fees, costs and
necessary disbursements in addition to any other relief to which it may be entitled.

Dispute Resolution

In the event of a dispute as to the construction or interpretation of this Agreement, or any
rights or obligations hereunder, the Parties shall first attempt, in good faith, to resolve the
dispute by mediation. The Parties shall mutually select a mediator to facilitate the resolution
of the dispute. If the Parties are unable to agree on a mediator, the mediation shall be
conducted in accordance with the Commercial Mediation Rules of the American Arbitration
Agreement, through the alternate dispute resolution procedures of Judicial Arbitration
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32.2

33.

34.

35.
36.
37.
37.1

37.2

38.

39.

through Mediation Services of Orange County ("JAMS"), or any similar organization or entity
conducting an alternate dispute resolution process.

In the event the Parties are unable to timely resolve the dispute through mediation, the
issues in dispute shall be submitted to arbitration pursuant to California Code of Civil
Procedure, Part 3, Title 9, Sections 1280 et seq. For such purpose, an agreed arbitrator
shall be selected, or in the absence of agreement, each party shall select an arbitrator, and
those two (2) arbitrators shall select a third. Discovery may be conducted in connection with
the arbitration proceeding pursuant to California Code of Civil Procedure Section 1283.05.
The arbitrator, or three (3) arbitrators acting as a board, shall take such evidence and make
such investigation as deemed appropriate and shall render a written decision on the matter
in question. The arbitrator shall decide each and every dispute in accordance with the laws
of the State of California. The arbitrator's decision and award shall be subject to review for
errors of fact or law in the Superior Court for the County of Orange, with a right of appeal
from any judgment issued therein.

Damage to OCSD's Property Any OCSD property damaged by Consultant will be subject
to repair or replacement by Consultant at no cost to OCSD.

OCSD Safety Standards OCSD requires Consultant and its subconsultants to follow and
ensure their employees follow all Federal, State and local regulations as well as OCSD
Safety Standards while working at OCSD locations. If during the course of the Agreement it
is discovered that OCSD Safety Standards do not comply with Federal, State or local
regulations, then the Consultant is required to follow the most stringent regulatory
requirement at no additional cost to OCSD. Consultant and all of its employees and
subconsultants, shall adhere to all applicable OCSD Safety Standards attached hereto in
Exhibit “D” and the Human Resources Policies in Exhibit “E”.

Freight (F.O.B. Destination) Consultant assumes full responsibility for all transportation,
transportation scheduling, packing, handling, insurance, and other services associated with
delivery of all products deemed necessary under this Agreement.

Assignments Consultant shall not delegate any duties nor assign any rights under this
Agreement without the prior written consent of OCSD. Any such attempted delegation or
assignment shall be void.

Conflict of Interest and Reporting
Consultant shall at all times avoid conflicts of interest or appearance of conflicts of interest
in performance of this Agreement.

Consultant affirms that to the best of its knowledge there exists no actual or potential conflict
between Consultant’s families, business or financial interest or its Services under this
Agreement, and in the event of change in either its private interests or Services under this
Agreement, it will raise with OCSD any question regarding possible conflict of interest which
may arise as a result of such change.

Third Party Rights Nothing in this Agreement shall be construed to give any rights or
benefits to anyone other than OCSD and Consultant.

Non-Liability of OCSD Officers and Employees No officer or employee of OCSD shall
be personally liable to Consultant, or any successor-in-interest, in the event of any default
or breach by OCSD or for any amount which may become due to Consultant or to its
successor, or for breach of any obligation of the terms of this Agreement.

Orange County Sanitation District 9of 11 Specification No. CS-2020-1160
Version 080919



40. Authority to Execute The persons executing this Agreement on behalf of the Parties
warrant that they are duly authorized to execute this Agreement and that by executing this
Agreement, the Parties are formally bound.

41. Read and Understood By signing this Agreement, Consultant represents that it has read
and understood the terms and conditions of the Agreement.

42. Entire Agreement This Agreement constitutes the entire agreement of the Parties and
supersedes all prior written or oral and all contemporaneous oral agreements,
understandings, and negotiations between the Parties with respect to the subject matter
hereof.
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43. Notices All notices under this Agreement must be in writing. Written notice shall be
delivered by personal service or sent by registered or certified mail, postage prepaid, return
receipt requested, or by any other overnight delivery service which delivers to the noticed
destination and provides proof of delivery to the sender. Any facsimile notice must be
followed within three (3) days by written notice. Rejection or other refusal to accept or the
inability to deliver because of changed address for which no notice was given as provided
hereunder shall be deemed to be receipt of the notice, demand or request sent. All notices
shall be effective when first received at the following addresses:

OCSD: Jackie Lagade, Principal Buyer
Orange County Sanitation District
10844 Ellis Avenue
Fountain Valley, CA 92708-7018

Consultant: Stephen Stumpfl, Executive Vice President
Tevora Business Solutions, Inc.
17875 Von Karman Avenue, Suite 100
Irvine, CA 92614

Each party shall provide the other party written notice of any change in address as soon as
practicable.

IN WITNESS WHEREOF, intending to be legally bound, the Parties hereto have caused this
Agreement to be signed by the duly authorized representatives.

ORANGE COUNTY SANITATION DISTRICT

Dated: By:

Chad Wanke, Chair, Administration Committee
Dated: By:

Kelly A. Lore, Clerk of the Board
Dated: By:

Ruth Zintzun, Purchasing & Contracts Manager

TEVORA BUSINESS SOLUTIONS, INC.

Dated: By:
Print Name and Title of Officer
IRS Employer’s 1.D. Number
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EXHIBIT A
SCOPE OF WORK
Cyber Incident Response Program
SPECIFICATION NO. CS-2020-1160

Executive Summary / Overview

The Orange County Sanitation District (OCSD) operates the third largest wastewater agency
west of the Mississippi River. Since 1954, we have safely collected, treated, and disposed of
and/or reclaimed the wastewater generated by 2.6 million people living and working in central
and northwestern Orange County, California.

1. PROJECT OBJECTIVE

OCSD is seeking to develop an Incident Response Program (Program) to deal with
cyber incidents with an efficient and effective plan, processes, role based teams, and
training. The Program should include methods and processes to:

Verify that an incident has occurred or not.

Maintain or restore business continuity while reducing the incident impact
Identify cause(s) of the incident

Minimize the impacts of future incidents

Facilitate prosecution of illegal activity

Keep stakeholders informed of the situation and response

ogrwNE

Additionally, OCSD is seeking to conduct desktop exercises to evaluate the completed
Incident Response Program.

2. CONSULTANT REQUIREMENTS

2.1 Expertise in Incident Response (ten plus (10+) years of experience)

2.2 Possession of Global Information Assurance Certification (GIAC) Certified
Incident Handler (GCIH) certification preferred

2.3 Expertise in conducting tabletop exercises including scenarios involving Industrial
Control Systems (ICS) and Supervisory Control and Data Acquisition (SCADA)
environments.

2.4 Knowledge and experience in the legal and regulatory obligations required to be
met for the Wastewater sector

2.5 All electronic deliverables will be in Microsoft Word or Visio diagrams.

3. PROJECT SCOPE

3.1 MILESTONE 1 - Review current practices and develop a customized Incident
Response Plan for the Program. Incident Response Plan to include, but not
limited to the following:

3.1.1 Communication and escalation process
3.1.11 Communication Plan
3.1.1.2 Process
3.1.1.3 Notification Templates

Exhibit “A” Page 1 of 4 Specification No. CS-2020-1160



3.1.14 Internal communication
3.1.15 External Communications
3.1.2 Incident classification and severity definitions
3.1.21 Prioritization
3.1.2.2 Impact Analysis
3.1.3 Incident Response Team
3.13.1 Roles
3.1.3.2 Responsibilities
3.1.4  Stakeholders
3.1.5 Incident that triggers an investigation
3.1.6 Incident response team activation process
3.1.7 Event that activates a breach team response
3.1.8 Event that triggers a breach notification
3.1.9 Remediation Steps
3.1.10 Recovery Process
3.1.11 Reporting Process
3.1.12 Identify regulatory, contractual and compliance requirements

3.1.13 Using sector specific best practice, identify and add missing components
to the Incident Response Plan

Milestone 1 Deliverables:

¢ Incident Response Plan

¢ Visio Diagram

3.2 MILESTONE 2 - Recommend Incident Response metrics, review current
playbooks, and develop new playbooks.

3.2.1 Recommend relevant incident response metrics
3.2.2 Review current playbooks and improve if possible
3.2.21 Malware Outbreak
3.2.2.2 Data Theft
3.2.2.3 Improper Computer Usage
3.2.2.4 DDOS
3.2.25 Unauthorized Access
3.2.2.6 Ransomware
3.2.2.7 Phishing
3.2.3 Develop playbooks for the following
3.231 Credential Theft
3.2.3.2 Business Email Compromise
3.2.3.3 Unauthorized Cloud Service Usage
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Milestone 2 Deliverables:

e Playbooks (current and new) as listed above.

3.3 MILESTONE 3 — Develop and provide training on Cyber Incident Response
methodology to OCSD Staff (up to ten (10) staff members) from each of the
following teams listed below. Training shall be held on OCSD’s property. All
training material shall be reviewed and approved by OCSD prior to the start of
the training.

3.3.1 Security team

3.3.2 Service Desk

3.3.3  Network team

3.3.4 Serverteam

3.3.5 Human Resources
3.3.6  Public Affairs Office
3.3.7 IT Management

Milestone 3 Deliverables:

¢ Printed training manuals for each team
e Team based training for up to ten (10) staff members

o All training will be conducted on OCSD'’s property. Plant 1 facility located in
the City of Fountain Valley.

34 MILESTONE 4 - Conduct four tabletop exercises as described below. Each
scenario can have up to twelve (12) staff members.

3.4.1 Ransomware exercise shall include scenario involving ICS/SCADA

3.4.2  Phishing exercise shall include scenario involving executive
management, public relations, and other departments

3.4.3 Data Theft
3.4.4 Unauthorized Access
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Milestone 4 Deliverables:

Printed scenario manuals for each staff

Scenario-based training for up to twelve (12) staff members for each of the
training

All scenario-based training will be conducted on OCSD’s property. Plant 1
facility located in the City of Fountain Valley.

Summary of each tabletop exercise to include but not limited to the following:
Executive Summary

Technical Summary

Findings

Description

Business Impact
Recommendation

Evidence

References

Risk Rating

Tools Utilized during engagement

O 0O 0O 0O O 0o o o o o

4. SCHEDULE
Consultant shall adhere to the following deadlines in creating its schedule and work
breakdown structure for accomplishing the SOW. Consultant shall coordinate all
meetings and presentations with the assigned OCSD representative. All meetings and
presentations will be held at OCSD’s Plant 1 facility located in the City of Fountain
Valley.
ACTIVITY DEADLINE PAYMENT
Notice to Proceed (NTP) NTP = Effective Date
Kick-Off Meeting NTP + 21 Calendar Days
Develop Incident Response Plan NTP + 42 Calendar Days 25%
(Milestone No. 1)
Review current and develop new playbooks NTP + 63 Calendar Days 25%
(Milestone No. 2)
Provide Training (Milestone No. 3) NTP + 90 Calendar Days 25%
Conduct Tabletop Exercises (Milestone No. 4) NTP + 120 Calendar Days 25%
Payment is contingent upon the assigned OCSD Project Manager’s acceptance of the
final version of the submittal for each milestone.
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